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Method and devices to provide a defined quality of service in a 
packet switched communication network 

Technical field of the invention 

The present invention relates to a method according to the preamble of claim 1 . 
Furthermore, devices and software programs for a communication system are 
described. 

Background 

A packet switched communication system like the internet comprises 
interconnected nodes for the forwarding of data packets. Edge nodes connect the 
communication system to user equipment or further communication systems. 
Presently data packets in the intemet are processed according to best effort 
service, i,e, all data packets are processed with equal priority. 

In order to provide a defined quality of service for the intemet which supplements 
the best effort service, the differentiated sen^ices model was introduced (IETF RFC 
2474 and 2475). In the differentiated services model, a data field in the data 
packets specifies the handling at the nodes which fonward them. The packet 
header according to the intemet protocol (IP) of both IP version 4 and IP version 6 
comprises a data field which is denoted as differentiated services (DS) field and 
has a length of 8 bits. The nodes perform a differentiated handling of the packets* 
according to the first 6 bits of the DS field which specify the per hop behavior while 
the last two bits are presently not used. Correspondingly, it has been proposed that 
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the definition of the DS field in the IP protocol should only comprise the bits 
specifying the per hop behavior instead of the entire DS field. 

According to the value of the per hop behavior, a decision is performed in the node 
5 whether, in which way and with which priority packets are queued or if the packets 
can be dropped in case of congestion in the node. The default handling is the 
present best effort service. Other per hop behaviors which have been proposed 
represent for example expedited forwarding (EF) of the packets or assured 
fonivarding (AF). 

10 

In communication systems like GSM (global system for mobile communications) or 
UMTS (universal mobile telecommunications system), users are offered different 
subscriptions which correspond to different traffic precedences (European 
Standard ETSI EN 301 344 V 6.4.0; 3"* Generation Partnership Project, Technical 

1 5 Specification 3G TS 23.060 V 3.1 .0). Subscription information specifying the 

resources which are to be allocated for fonwarding traffic of the user are stored in a 
data base in the system. Generally, a record is kept in a data base denoted as the 
home location register (HLR) serving the user, in many systems with a copy in a 
visitor location register (VLR) sen/ing the area in which the user is presently 

20 located. If a connection is set up for the user, a data base is contacted which 
resources, for example bandwidth, are to be allocated to the user for the 
connection to the core networic, e.g. on the radio link. It is possible that a 
negotiation process with the user equipment is performed during the access and 
the allocated resources differ from the record entry by taking into account the 

25 available resources under the present traffic conditions. 

In the core networi< which interconnects the nodes for the access of the 
communication system, data and control signaling is often forwarded as packet 
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switched traffic. As an example, in the GPRS (general packet radio sendee) and 
UMTS core network, the internet protocol is used for routing traffic on the routing 
layer evaluated by the nodes fonA^arding the packets. Correspondingly, 
connections are often packet switched sessions wherein the packets of a 
5 connection can be routed over different links and the traffic on a connection is not 
necessarily continuous. 

If the traffic load in the core network is high, the fonwarding of the data packets 
bearing the traffic through the core network is of increasing importance. No method 

1 0 is presently available in the core network to distinguish between different user 

subscriptions. It is only possible to specify a traffic priority which can be set by any 
user according to his wishes and which does, therefore, depend highly on the 
behavior of other users. Consequently, the traffic of users is forwarded in the core 
network without predictable priority and messages can be delayed in case of 

15 congestion. Especially delay sensitive applications can be impaired, even if the 
resources allocated to the user in the access network are sufficient for the 
connection. 

20 Summary of the invention 

It is therefore an object of the present invention to obviate these disadvantages 
and provide a method to differentiate the priority of users in the core network of a 
packet switched communication system. It is a further object, to develop a method 
25 which is easy to implement in the communication network. It is still another object 
to provide devices and programs which perform the method. 
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According to the invention, the method described in claim 1 is perfomied. The 
invention is also embodied in devices and software programs as described in 
claims 11,16 and 18. Advantageous embodiments are described in claims 2 to 10, 
12 to 15, 17 and 19. 

5 

In the proposed method, the communication system comprises a data base which 
contains a record for a user, generally a personal record for every user. The record 
specifies which quality of sen/ice is to be provided to the user. It is possible that 
records for more than one or all users are contained in a single file. Furthermore, 
10 standard records can be provided , e.g. for roaming users from further 

communication systems without individual records. An edge node which processes 
a packet for said user before sending it to a further node in the communication 
system, especially in the core networi<, is provided with the record from the data 
base or at least those parameters from the record which are necessary to 
1 5 determine the quality of service which is to be provided for the connection 

requested by the user. The position of the edge node can deviate from the edge of 
the core network as it is possible to perfomi the proposed method in a larger or 
smaller domain than a core network. The edge node can be for example a GGSN 
(GPRS gateway support node) which fonwards data packets from a different 
20 network to the core network, an SGSN (serving GPRS support node) which 

presently serves the user or an RNC (radio network controller) which controls the 
set up of a radio link to the user and creates the packets sent into the core network 
from data sent by the user. 

25 According to the infomiation provided from the data base, the edge node sets the 
differentiated services (DS) data field, generally in the packet header, which 
specifies the handling of the packet. The packets can be sent either to or from the 
user wherein the direction of the traffic determines which edge node sets the DS 
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data field. If the record does not comprise a parameter for the connection, the DS 
data field is set to a default value, preferably best effort service. 

The edge node can consist of several distinct devices which can be located remote 
5 from each other. Especially it is possible that the edge node comprises control 
devices, e.g. mobiles services switching centers (MSG), and devices for the 
processing and fonwarding of the data traffic, e.g. a media gateway, wherein one or 
several control devices control the processing device. In this case, a control device 
can obtain the user record from the data base and fonvard parameters for the 
1 0 setting of the data field to one or several nodes for the processing of the data 
traffic. It is possible that a single control device controls two edge nodes in a 
connection, e.g. two SGSN media gateways or an SGSN media gateway and a 
GGSN media gateway, which are then preferably both provided with parameters 
for the setting of the data field from the control device. 

15 

In common communication systems, a layered protocol stack is defined wherein 
user data are repeatedly enclosed in data packets. In this case, the DS data field 
has to be specified on the routing layer which is evaluated by the nodes fonwarding 
the data packets through the network. The term "application layer" denotes 
20 throughout the present text an application layer with respect to the routing layer of 
the core network. Therefore, the application layer can have a different function with 
respect to an application running on the user equipment. 

The proposed method provides the opportunity to control the forwarding of data 
25 packets according to a user subscription in a packet switched network. Therefore, 
the traffic can be forwarded according to the subscription throughout the entire 
communication system including the core network. An operator can offer selected 
sets of traffic qualities to users with selected subscriptions. The method can also 
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be used to control the access to specific nodes or services in the system. It is 
possible that one or several possible settings of the DS data field are not 
accessible for any user packets and are resen/ed for high priority traffic of the 
operator, especially network control. The method can be used to differentiate 

5 between users from different access networks or between users located in their 
home area and roaming users. For this purpose, a user record can contain 
different entries for the same type of connection depending for example on the 
edge node or the type of edge node. It is also possible that the quality of service 
differs for different connections of a user or for the uplink and downlink packets of a 

1 0 connection. The method has the advantage that it is easy to implement. It is 
especially suitable for the core networks of UMTS and GPRS communication 
systems. 

A user often requests different defined qualities of service for delay and en-or 
1 5 sensitive applications and for applications which tolerate delays or errors or both. 
In a preferred embodiment of the invention, the DS data field is specified both 
according to the requested quality of service and according to the record from the 
data base. This offers the opportunity to distinguish different priorities and sen/ice 
classes between traffic processed for users with the same type of subscription. 

20 

An information about the requested quality of service is in many cases available on 
the application layer, especially if data packets sent by or destined for the user 
comprise a DS field according to the IP protocol with a specified per hop behavior. 
The infonnation about the requested quality of service can also be present on a 
25 different layer in the protocol stack of an edge node, as the application layer is not 
always processed in an edge node like in an RNC. Preferably, the edge node 
receiving the data packet first and processing it for further forwarding through the 
core network evaluates the information on the application layer or another layer 
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and sets the DS data field on the routing layer evaluated by the forwarding nodes 
accordingly. In a simple embodiment, a DS field on the application layer is copied 
to the DS data field if the requested priority is covered by the user subscription and 
is set to a default value else. Altematively, an edge node can specify the DS data 
5 field differently from the requested behavior. The operator of the network has the 
opportunity to define individual mappings according to a user record and to adapt 
the mapping to the processing characteristics of the nodes in the communication 
system. 

10 If a negotiation process is perfomied with the user equipment during the access of 
the communication system, the allocated resources for the connection to the 
communication system can differ from the user record by taking into account the 
available resources under the present traffic conditions. In these cases, the DS 
data field is preferably also specified according to the traffic load in the 

15 communication system which was used in the negotiation process or according to 
the result of the negotiation process, i.e. the parameters evaluated in the 
specification of the data field comprise the user record, the traffic load and, 
optionally, a user request. This avoids differences in the traffic priority between 
different parts of the communication system. 

20 

Some edge nodes do not have the capability to access the data base containing 
the user record for a transfer of the data necessary for the setting of the DS data 
field. In these cases, it is proposed that a second node with this capability 
accesses the data base and forwards the infonmation to the edge node which 
25 processes packets for said user. An example is a transfer of data from the user 
through the core network wherein the data packets are created in an RNC. The 
parameters for the setting of the DS data field are requested from the data base, 
e.g. an HLR, by the SGSN which serves the RNC. The parameters are then 
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transferred from the SGSN to the RNC. Another example Is a connection through 
two edge nodes of the network which both require the subscription infomrtation to 
set the DS data field for packets in uplink and downlink direction, respectively, 
although the setting can differ for both directions. When the connection is set up 

5 from the first edge node, e.g. the SGSN serving the user, it is provided with the 
information from the data base and can fonward it to the other edge node, e.g. a 
GGSN connecting the user to a host in a further network. In this way, the other 
edge node obtains the subscription infomiation without the necessity to contact the 
data base. A transfer of subscription infomiation between nodes is also preferable 

10 if the communication system comprises different nodes for the fonwarding and 
control of traffic. If the nodes processing the traffic, e.g. media gateways, are 
controlled by one or several other nodes, e.g. MSCs, the information is preferably 
obtained from the data base by the controlling node and forwarded to one or 
several nodes processing the traffic. A transfer of subscription information between 

1 5 nodes can reduce the processing load of a central data base significantly. 

Preferably, the data packets are internet protocol (IP) packets, for example of IP 
version 4 or IP version 6. The IP is proposed as protocol for the routing layer In the 
GPRS and UMTS core networks, wherein user IP packets are encapsulated 
20 consecutively In GTP (GPRS Tunneling Protocol) PDUs (Packet Data Units), UDP 
(User Datagram Protocol) PDUs and IP PDUs for the routing through the core 
network. Therefore, the implementation of the invention using the DS field in the 
header of the IP packets on the routing layer of the core networi< as DS data field 
requires only a moderate effort. 

25 

The DS field according to the IP protocol comprises two bits which are presently 
unspecified and unused, i.e. not evaluated by nodes supporting the IP 
differentiated service. It is proposed that the unspecified bits are set according to 
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the record and the packet handling is performed according to these bits. An 
advantage of this embodiment is that the per hop behavior can be copied from IP 
packets on the application layer. An enlarged number of handling categories is 
provided. In this way, it is possible to handle the packets altematively according to 
5 the user specification, the user subscription or a combination of both, for example 
depending on the load In a node or the communication network. 

The bits specifying the per hop behavior in the DS field of the IP header can also 
be set according to the record in the data base. In this case, the per hop behavior 

1 0 can either be set only according to the parameters contained in the data base for 
the requested type of connection. Else, both the quality of service requested by the 
user, e.g. a per hop behavior specified on the application layer, and the parameters 
in the user record are evaluated for a mapping of transport classes. The latter 
approach is preferable if the forwarding behavior of the nodes in the 

15 communication system differs from customary IP nodes and the per hop behavior 
requested by the application con-esponds more closely to a different setting of the 
DS f ield on the routing layer. 

The data base containing the user record is preferably a location register, for 
20 example a home location register (HLR) or a visitor location register (VLR). 

Altematively, it can be an LDAP (light directory access protocol) server or a policy 
server in the communication network. It is possible that the user record in a 
location register contains only a service class for a user of while another server in 
the network provides the settings which con-espond to the respective service class. 

25 

If a node in the system has sufficient resources to process all traffic with the same 
delay as the highest priority class, the evaluation of the DS data field requires 
computing time without providing benefits. Therefore, a node preferably evaluates 
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the DS data field only if the traffic load is above a threshold value. Suitable 
thresholds correspond to the traffic limits above which at least a part of the traffic 
has to be processed with a higher delay or dropped. 

5 An edge node according to the invention connects user equipment or a further 
communication system to the core network of a packet switched communication 
system with interconnected nodes for the forwarding of data packets. The edge 
node is connectable or permanently connected to a node for the fonwarding of data 
packets. The packets comprise a data field for specifying the handling of the 

10 packets in the nodes of the core network. The edge node is provided with an 
interface over which a data base holding user records can be accessed. It is 
possible that the access is perfomned indirectly, i.e. to another node in the 
communication system which provides the information from the user record, A 
processing system and a memory in the edge node store the record or at least 

15 parameters specifying a quality of service for the user served. The processing 
system in the edge node sets the data field specifying the handling of the packet 
according to the specified quality of sen^ice and sends them into the core network. 

The processing system in a preferable edge node processes data packets 
20 according to a protocol stack. In this case, the processing system can set the data 
field on the routing layer evaluated by the nodes for the handling of the packets 
according to data evaluated from a different layer in the protocol stack. For 
example, the processing system can read the setting of a differentiated services 
data field on the application layer and map the setting to the data field on the 
25 routing layer. 

An advantageous edge node is a serving GPRS support node (SGSN) or a 
gateway GPRS support node (GGSN). The edge node can consist of different 
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devices which can be located remote from each other. Especially, the edge node 
can comprise a control node and a node for processing packets, e.g. a media 
gateway. In this way, the invention can be adapted to communication system with 
a separate data and control plane. Preferably, the control node obtains the user 
5 record and provides one or several processing nodes with the setting of the data 
field for a specific connection of the user. 

A radio network controller (RNC) or an adapter in the user equipment is also 
suitable as edge node. In this way, the differentiated sen/ices domain of the 
1 0 communication system can be larger than the core network. 

A preferable node or router for the forwarding of data packets in a packet switched 
communication system with interconnected nodes has a processing system which 
perfomis a differentiated handling according to a data field in the packets. The data 

1 5 field specifies whether, in which way and with which priority packets are queued or 
if a packet can be dropped in case of congestion. Suitable data packets are 
intemet protocol packets and the data field is preferably the differentiated services 
field in the intemet protocol header. In an embodiment of the invention, the node 
evaluates the unspecified bits in the differentiated services field and perfonns the 

20 packet handling according to the unspecified bits. 

More preferably, the node has monitoring devices which measure the traffic load of 
the node. A processing unit compares the measured load to a threshold value. 
Preferably, the node evaluates the data field only if the traffic load is above the 
25 threshold. 

A program unit according to the invention can be stored on a data carrier like a 
magnetic or optical recording medium or it can be directly loadable into an edge 
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node in a communication system. The program unit is part of the software for 
controlling the edge node. The edge node in which the program unit can be 
executed provides connections of a packet switched network to user equipment or 
a further communication system. The data packets comprise a data field according 

5 to which nodes in the communication system can perform a differentiated handling 
of the packets. The program unit comprises means for loading parameters for user 
equipment sen/ed by the edge node, the parameters specifying a quality of sen/ice 
for said user. The parameters can be provided for example as a record from a 
database. The program unit has means for setting the data field according to the 

10 parameters. The parameters can either represent the setting of the data field for 
the specific connection or the program unit comprises means to evaluate from the 
parameters which setting has to be used in the specific connection. The means in 
the program unit can be embodied as routines or subroutines in any programming 
language. The program unit can perform any steps of the methods described 

15 above. 

The foregoing and other objects, features and advantages of the present invention 
will become more apparent in the following detailed description of preferred 
20 embodiments as illustrated in the accompanying drawings. 



Brief description of the drawings 

25 

Fig. 1 shows a schematic representation of a communication system in which a 
method according to the invention is perfomied. 
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Fig. 2 shows a communication system with the protocol stacks processed in the 
nodes. 

Fig. 3 shows the structure of a differentiated services data field in a method 
according to the invention. 
5 Fig. 4 shows flow charts for the marking of data packets sent in downlink and 
uplink direction, respectively, in a method according to the Invention. 

Detailed description of the invention 

10 

In figure 1 , a communication system is schematically shown in which a method 
according to the invention is perfomied. User equipment UE, e.g. a mobile phone, 
a personal digital assistant, a laptop or another terminal is connected to a core 
network CN using an access network AN. The access network AN consists for 

1 5 example of a base station subsystem as it is known in GSM with base transceiver 
stations which are controlled by a base station controller. An altemative access 
network AN can be a UMTS terrestrial radio access network (UTRAN) with base 
stations controlled by a radio network controller (RNC). Wireless local area 
networks (WLAN) or a satellite network are also examples of suitable access 

20 networks AN. The controller or a node in the access network AN is in turn 

connected to a first edge node EN of the core network CN, e.g. a sending GPRS 
support node SGSN. 

The core network is generally connected to further communication systems 
25 through further edge nodes EN', for example a gateway GPRS support node. The 
further communication system FS can for example be the core network of another 
mobile communication system or a fixed net communication system, e.g. the 
internet or a fixed telephone network. In the example, a host HO to which the user 

P12409-ATO 1999-12-22 

^^f}riit6d:|d#3#&! 



14 

equipment UE sends and from which it receives data packets is connected to the 
further communication system FS. 

Data packets sent between user equipment UE and host HO are processed in the 
5 access network AN with the quality of sen/ice to which the user has subscribed for 
the access network or with a negotiated quality which is defined during the access 
of the user according the present capabilities of the access network AN and to the 
subscription. In the further communication system FS, traffic may be processed 
without any defined quality of service, according to a differentiated services model 
10 or according to another model providing a defined quality of service. A 

differentiated service according to the invention is used in the core networi< CN, i.e. 
between the edge nodes EN, EN'. Therefore, the DS data field defining the 
handling of a data packet has to be set in the edge nodes EN, EN'. 

1 5 The logical position of the edge nodes may deviate from the physical edge of the 
core networic CN. Especially, if the access network AN can provide the same 
differentiated sennce as the core networi< CN, the edge node setting the DS data 
field can be located inside or at the edge of the access networic. For example, it is 
possible that the edge node is an RNC in the access network serving the user 

20 equipment UE or it is the located in the user equipment UE itself, e.g. in a terminal 
adapter. An edge node can also be located in the further communication system 
FS, if it supplies the same differentiated service as the core networi( CN. 

Fig. 2 shows a communication system in greater detail in which the method 
25 according to the invention is performed. The communication system in figure 2a . 
comprises different access networics AN1 , AN2 for the core networi< CN which is 
connected to one or several further communication systems FS. In a further 
communication system FS, a host HO is located which communicates with an 
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application running on a user equipment UE1 , UE2 with data packets sent through 
the core network CN. Preferable protocol stacks are indicated in the respective 
nodes of the communication system. Descriptions of the protocols and their 
interfaces can be found in the standards describing GPRS (European Standard 
5 ETSI EN 301 344) or UMTS (3G TS 23.060 V 3.1 .0). A skilled person is aware that 
different protocols can be used in the stacks. For example, instead of the TCP 
protocol in the user equipment UE1, UE2 and host HO, a UDP protocol could be 
used. The IP protocol on layer LA could be replaced by an X.25 protocol or by a 
PPP (Point-to-Point Protocol). 

10 

In the example, the first access network AN 1 is a UTRAN network controlled by a 
radio network controller CR. The logical position of the edge node in this case is for 
example the node SN, which can be a 3G SGSN, I.e. an SGSN according to UMTS 
specifications for connecting the controller CR to the core network CN. The edge 

1 5 node can also be the controller CR itself or it is part of the user equipment UE1 , 
which is connected to the controller CR via a base station (not shown) and radio 
link RL1 . The second access network AN2 is a GPRS base station subsystem 
(BSS) which is connectable to user equipment UE2 over a radio link RL2. In this 
case, the edge node EN of the core network CN is preferably the node EN1 

20 because the IP protocol on the routing layer LR in the core network CN terminates 
here. 

The core network CN generally comprises a plurality of nodes N and connections 
C of which only some are indicated to simplify the drawing. The protocol stacks for 
25 processing data packets in the nodes N is shown in figure 2b. The lower IP layer 
LR is evaluated by the nodes N in the core network CN for the routing of the 
packets. The header of IP packets on the routing layer LR comprises the DS data 
field which detemiines the processing by the nodes N. An IP protocol can also bs 
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used on the application layer LA, which is an application layer with respect to the 
routing layer LR. On an intemnediate layer LI between the application layer LA and 
the lower IP layer LR, the GPRS tunneling protocol (GTP) is used for messages 
between the nodes in the core network. The GTP is especially suitable to forward 
5 parameters defining a quality of service to the edge nodes. 

Furthermore, the core network CN comprises or is connectable to a data base DB, 
for example an HLR. The data base holds user records specifying which quality of 
service is to be provided to the user for a connection. The con-esponding 
1 0 information can be sent to the nodes EN1 , EN2, SN for the setting of the DS data 
field. The record and the data base DB can be identified for example from a user 
identification, e.g. from his subscriber number. 

The DS data field in the header of the IP packets on layer LR is set according to 
1 5 the quality of sen/ice negotiated during the set up of the connection. Generally, the 
negotiated quality of service is at least equal to the quality of sen/ice to which the 
user has subscribed. The quality of sen/ice is negotiated with the user equipment 
UE1 when the connection, e.g. the radio access bearer for radio link RL1, is set up. 
The setting of the data field is valid for a specific microflow which is an application 
20 to application flow of packets defined by the senders and receivers addresses, the 
port numbers and the protocol identification. The properties for the microflow 
including the quality of service are transferred from the node SN to the controller 
OR which controls the radio link RL1 and the edge node EN2 in the GTP headers 
on layer LI. The corresponding setting of the data field is stored in the EN2 as long 
25 as the resources corresponding to the connection are assigned to the user 
equipment UE1 . If the node EN2, for example a GGSN, consists of a media 
gateway for processing the data traffic and a control node, the parameters for the 
setting of the DS data field are provided via the control node to the media gateway. 
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Fig. 3 shows the staicture of a differentiated services (DS) data field 10 in a first 
method according to the Invention. The DS data field 10 is a byte in the header of 
IP packets and has a length of eight bits indicated by the figures at the lower edge 
5 of the field wherein the first six bits CP represent the per hop behavior of the data 
packet. The last two bits UD are not specified in present internet protocol 
standards. In one implementation of the invention, the bits UD define the priority 
according to the subscription of the user. In this way, it Is possible to distinguish 
four different priority classes. 

10 

The DS field 10 is set in the edge node which processes the data for the routing 
layer LR of the core network CN of the communication system. The edge node 
itself needs not to be part of the core network, e.g. If the edge node is the controller 
CR in the access network AN1 of fig. 2. The controller CR creates IP packets for 

15 layer LR which are then fonwarded by the node SN Into the core network CN. The 
bits UD defining the packet priority are set according to the user record in the data 
base DB of the core network CN. If a per hop behavior is defined In IP packets on 
the application layer LA which are sent by the user application or a host, the 
defined per hop behavior is copied Into the bits CP in the DS field 10 of the packet 

20 header on layer LR. It is also possible to copy or map a requested quality of 
service from another layer In the protocol stack, e.g. the intermediate layer LI, 
especially if the application layer LA Is not evaluated in the edge node. In these 
ways, it Is possible to distinguish different priorities of data packets for users with 
the same subscription. Else the bits CP can be set to a default value. The nodes N 

25 In the core network CN which fonward the data packets process them with the 

priority defined In the DS data field 1 0 wherein either the bits UD or the bits CP or 
both are considered. 
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An alternative method according to tlie invention is described with respect to figure 
4 which shows flow charts for the marking of data packets in downlink and uplink 
direction, respectively. In this embodiment, the nodes N in the core network CN 
process the IP packets on the routing layer LR according to the per hop behavior 
defined in the packet header. For downlink traffic (Fig. 4a), a gateway GPRS 
support node GGSN can be the edge node between the core network CN and a 
further communication system FS from which the packets are supplied. In the edge 
node, the incoming user packets from the further communication system are 
encapsulated into tunnel IP packets on layer LR. The user packets can be IP 
packets on layer LA. 

After a packet arrives at an edge node, e.g. node EN2, in step 20, the setting of the 
DS data field defining the quality of service requested in the packet is read in check 
22. If the edge node is a GGSN, the setting of the DS field In the packet headers 
on the application layer LA can be evaluated for this purpose. In lookup procedure 
24, the user subscription record is checked which quality of service is to be 
provided to the user for the requested quality of service. Generally, the lookup 
procedure 24 has to be perfomried only for the first packet in a packet flow and the 
corresponding setting of the per hop behavior can be used for all subsequent 
packets of the same flow as long as the requested quality of service is unchanged. 
It is possible to perform the lookup procedure 24 in a device outside the edge node 
and transfer only the result. Lookup procedure 24 can also take into account a 
negotiated quality of service. 

If the packet does not contain any requested quality of service, the quality of 
service is provided according to a default value. The default value is preferably 
best effort service although any other default setting can be defined in the 
subscription record. If a packet arrives at an edge node EN2 before a connection is 
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set up, the default value can also be the quality of service corresponding to another 
connection which is already provided to the user and corresponds most closely to 
the demanded quality. The DS data field in the tunnel IP packets on layer LR is set 
according to the value from the lookup procedure 24 in marking function 26. The 
5 DS data fields in the packets with the corresponding address and port number are 
then set to the according per hop behavior. Finally, the tunnel IP packets are sent 
to a node in the core network in step 28. 

In the up link case (Fig. 4b), the packets from a user application, for example IP 
1 0 packets, are preferably encapsulated for layer LR in the RNC serving the user and 
acting as the edge node for the core network. For packets arriving from the user 
equipment at the RNC in step 30, the requested quality of sendee is checked in 
classification 32. In contrast to a GGSN, the RNC does not evaluate infomnation on 
the application layer LA as is shown in the protocol stack of node CR in figure 2a. 
1 5 Therefore, classification 32 is preferably performed according to the radio access 
bearer for the connection on the radio link RL1 or according to information provided 
from another node, especially from a 3G SGSN connecting the RNC to the core 
network CN. A lookup procedure 34 is perfonned according to the requested 
quality of service or according to a default value and the DS data field in the packet 
20 header on layer LR is set correspondingly by marking function 36 before the 
packets are sent into the core network in step 38. 

Lookup procedure 34 is generally performed in another node, e.g. a 3G SGSN like 
node SN in fig. 2a, and the result transfen-ed to the RNC which can not obtain the 
25 subscription record directly from the data base DB. To provide the RNC with the 
infomiation from the subscription record of the user, preferably a communication 
procedure is performed with the node SN using GTP on layer LI. When the 
connection is set up, the node SN obtains the user record from the data base DB 
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and stores it as long as a connection, e.g. a radio access bearer is provided to the 
user equipment with radio linic RL1 . The node SN then perfomis the lool<up 
procedure 34 and sends the per hop behavior which is to be set in the pacltet 
headers on layer LR to the RNC with the con-esponding identification of the 
5 microflow of the packets in the GTP identifier on layer LI. 

In the same way, a per hop behavior can also be sent from the SGSN to the GGSN 
for the setting of the packet headers in the down link direction to the user. Similarly, 
the per hop behavior can be sent from the GGSN to the SGSN if the connection is 

1 0 set up from a further network to the user or from controlling nodes to processing 
nodes if the communication system processes the traffic and controls the 
connections in different nodes, i.e. the system has separated traffic and control 
planes. The transfer of the per hop behavior to the edge node instead of the user 
subscription record has the advantages that the data traffic in the network is 

1 5 reduced and the look up procedure has only to be performed for the first packet in 
a microflow. 
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An example of a user subscription record evaluated for the setting of the DS data 
field in a UMTS communication system is shown in table 1. In the first column, all 
existing qualities of service which can be requested by a user are listed. Possible 

5 per hop behaviors (PHB) are expedited fonwarding (EF), assured fonwarding (AF) 
and best effort service (BE). For assured fonwarding, different delay classes x and 
drop precedences y are defined by the bits of the per hop behavior. The second 
column contains the quality of sen/ice according to the user subscription. It is 
possible that the first two columns of the table are identical. In most cases, 

1 0 however, the subscribed quality of service will be different from the requested one. 
Generally it will be lower for one or several per hop behaviors. The third column 
contains the UMTS quality of sen/ice classes which are used for the set up of a 
connection for the user with the radio access networtc. It is possible, that only one 
or some of these classes can be used for a specific subscription. 

15 

The result of the check 22 or classification 32 of the user data packet can be any 
requested per hop behavior from the first column. For the requested per hop 
behavior, the subscribed behavior is obtained from the second column in lookup 
24, 34 and set in the DS data field of the tunnel IP packet in maricing function 26, 

20 36. If the user data packet does not contain a requested quality of service, the 
lookup can be perfonned for a default behavior, generally best effort sen/ice. The 
processing of the data packets in the access networi< is perfomied according to the 
third column of the table. If the packets arrive over a radio link at a controller CR 
like an RNC which prepares the packets for the routing layer LR in the core 

25 networic without evaluating the application layer LA, it is also possible to perfomfi a 
mapping from the UMTS service classes to the subscribed per hop behavior. 



P12409-ATO 1999-12-22 
PHnk6d:30i-a3-26ooj ^ 



22 



The above embodiments admirably achieve the objects of the invention. However, 
'A will be appreciated that departures can be made by those skilled in the art 
without departing from the scope of the invention which is limited only by the 
claims. 
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Claims 

1 . Method for the provision of a defined quality of service in a packet switched 
communication system with interconnected nodes (N) for the forwarding of data 

5 packets, wherein the system comprises at least one edge node (EN) for the 

connection to user equipment (UE) or a further communication system (FS) and 
for processing data packets which comprise a data field (10) specifying the 
handling of the packets and the nodes (N) perform a differentiated handling of 
packets according to said data field (10), characterized in that 

10 the communication system comprises or is connectable to a data base (DB) 
which contains a record for a user specifying a quality of service for said user, 
an edge node (EN) which processes a packet for said user is provided with 
quality parameters from the data base (DB) and 
the edge node (EN) sets the data field (10) specifying the handling of the 

1 5 packet according to the record. 



2. Method according to claim 1 , wherein the data field (1 0) is specified according 
to a requested quality of service. 

20 3. Method according to claim 2, wherein the data packets are processed 

according to a protocol stack and an edge node (EN) sets the data field (10) 
according to infomnation specified on a layer (LA, LI) in the protocol stack of the 
edge node (EN) which is different from the layer (LR) evaluated by the nodes 
for the handling of the packets. 

25 

4. Method according to any preceding claim, wherein the data field (10) is 
specified according to a traffic load In the communication system (CS). 
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5. Method according to any preceding claim, wherein quality parameters are 
fonwarded from a second node (EN') to the edge node (EN) which processes 
data packets for said user. 

5 6. Method according to any preceding claim, wherein the data packets are internet 
protocol packets and the data field (10) is the differentiated services field in the 
intemet protocol header. 

7. Method according to claim 6, wherein unspecified bits (UD) in the differentiated 
10 sen/ices field are set according to the record and the packet handling is 

performed according to the bits (UD) set. 

8. Method according to claim 6 or 7, wherein the bits (CP) specifying the per hop 
behavior are set according to the record. 

15 

9. Method according to any preceding claim, wherein said data base (DB) is a 
location register. 

10. Method according to any preceding claim, wherein a node (N) evaluates the 
20 data field (1 0) if the traffic load is above a threshold value. 

1 1 . Edge node in a packet switched communication system with interconnected 
nodes (N) for the fonvarding of data packets, wherein the edge node (EN) 
processes the data packets and is connectable to a node (N) and to user 

25 equipment (UE) or a further communication system (FS) and the packets 
comprise a data field (10) for specifying the handling of the packets in the 
nodes (N), characterized in that 

the edge node (EN) is provided with an interface to access a data base (DB) 
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holding user records, 

the edge node (EN) is provided with means to store parameters specifying a 
quality of service for the user served from the record for said user 
and the edge node (EN) is provided with processing means which set the data 
5 field (1 0) specifying the handling of the packet according to the record. 

12. Edge node according to claim 11, wherein the node is provided with means to 
process data packets according to a protocol stack and the processing means 
set the data field (10) on the layer (LR) evaluated by the nodes (N) for the 

1 0 handling of the packets according to data evaluated from a different layer (LA, 
LI) in the protocol stack. 

13. Edge node according to claim 11 or 12, wherein an edge node is a serving 
GPRS support node (SGSN) or a gateway GPRS support node (GGSN). 

15 

14. Edge node according to claim 13, wherein the edge node comprises a control 
node and a node for processing packets. 

15. Edge node according to claim 11 or 12, wherein an edge node is a radio 
20 network controller (CR) or a adapter in a user equipment (UE). 

16. Node for a packet switched communication system with interconnected nodes 
(N) for the forwarding of data packets which comprise a data field (1 0) 
specifying the handling of the packets, wherein the nodes (N) comprise 

25 processing means for perfonning a differentiated handling of the packets 

according to said data field (10), the data packets are internet protocol packets 
and the data field (10) is the differentiated services field in the intemet protocol 
header, characterized in that the node evaluates the unspecified bits (UD) in 
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the differentiated services field and performs the packet handling according to 
the unspecified bits (UD). 



17. Node according to claim 16, wherein the node (N) is provided with means to 

5 measure the traffic load and the data field (1 0) is evaluated if the traffic load is 
above a threshold value. 

18. Program unit on a data canier or loadable into an edge node in a packet 
switched communication system, wherein the edge node (EN) provides 

1 0 connections and processes packets sent between user equipment (UE) or a 
further communication system (FS) and nodes (N) in the communication 
system which perfomi a differentiated handling of the packets according to a 
data field (10) in the data pankets characterized in that the program unit 
comprises means for loading parameters for a user served by the edge node, 

1 5 said parameters specifying a quality of sen/ice for said user, 

and the program unrt comprises means for setting the data field (10) according 
to the parameters. 

19. Program unit according to claim 18, wherein the program unit performs at least 
20 one step of a method according to any of the claims 1 to 1 0. 
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Figure 3 
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Abstract 

A method for the provision of a defined quality of service in a packet switched 
5 communication system with interconnected nodes (N) for the forwarding of data 
paclcets is described. The system comprises at least one edge node (EN) for the 
connection to user equipment (UE) or a further communication system (FS) and for 
processing data packets. The packets comprise a data field (10) specifying the 
handling of the packets and the nodes (N) perfomi a differentiated handling of 
1 0 packets according to said data field (1 0). The communication system comprises or 
is connectable to a data base (DB) which contains a record for a user specifying a 
quality of service. An edge node (EN) which processes a packet for said user is 
provided with quality parameters from the data base (DB). The edge node (EN) 
sets the data field (10) specifying the handling of the packet according to the 
1 5 record. Devices and programs to perfomi the method are also described. 

.Fig.4- 
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